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ABOUT THIS MAJOR 

Students who complete the IT Cybersecurity 

Associates degree will become more knowledgeable 

and enhanced employability in cybersecurity and 

computer networking. The IT Cybersecurity 

Associates degree prepares students for a career working with 

associate-level cybersecurity analysts within security operations 

centers, including detecting cybersecurity breaches and effectively 

responding to security incidents. For more information, visit the Social 

and Behavioral Sciences division. 

TO EARN A DEGREE A STUDENT MUST COMPLETE THE FOLLOWING:                                                                              

[1] Completion of a minimum of 60 degree applicable units                                                                                                                                                           

[2] Completion of General Education                                                                                                                                                  

[3] Minimum grade point average of 2.0                                                     

[4] A “C” or better in all courses required for the major and ENGL 101 

Residency: Minimum of 12 units completed at AVC with a minimum of 9 of those units 

completed from the certificate/major. (credit earned by examination will not be included in 

these 12 units) Title 5, Section 54000: http://ccr.oal.ca.gov.   

*To earn Certificate only: only the major & program electives courses are 

required and a must earn a minimum grade point average of 2.0  

AS – IT Cybersecurity [Total Units 31]           

 

Required Courses (25 units)  

CA107 - Microcomputer Hardware and Software Support 4 

CA157 - Introduction to Linux 3 

CA165 - Digital Forensics Fundamentals 3 

CA170 - Virtualization and Cloud Essentials 3 

CA171 - Introduction to Networking 3 

CA175 - Administering Windows Server 3 

CA182 - Network Security 3 

CA183 - Security Countermeasures 3 

   

Program Electives- Complete (6 units) from the following: 

CA159 - SUSE Linux Server Administration 3 

CA166 - Cloud Security Fundamentals 3 

CA176 - Windows Server Networking 3 

CA179 - Cybersecurity Operations -CCNA-Cyberops 3 

CA185 - Network Security - Firewalls and VPNs 3 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

RECOMMENDED PATHWAY AS-IT Cybersecurity     
 
The Recommended Plan of Study is determined by the discipline faculty. All 
Program Electives for the Major and General Education Courses, Areas A-F, are 
recommended only. Except for ENGL 101, you can make other selections for this 
area if you choose (See back page for options). 
  
• [*] = Courses will fulfill the completion requirements for Major & Gen Ed | 

• [#] recommended courses may select other options. 

• Electives are courses that count toward your credits for graduation, but not specific to degree of study 

• Take classes in Summer or Intersession if needed to complete your degree in a timely manner 

• Fall/Spring: Max 19 units, 12-15 units Recommended. 

TERM 1 

Course Units 

CA 157  3 

CA 107  4 

AVC Gen-Ed- AREA D1: ENGL 101 3 

AVC Gen Ed- AREA E: #HD 101  3 

Total Units 13 

 

TERM  2 

Course Units 

CA 170  3 

CA 171   3 

CA 165 3 

AVC Gen Ed- AREA D2: #MATH 115  4 

Total Units 13 

 

SUMMER TERM 1 

Course Units 

AVC Gen Ed- AREA B: # POLS 101  3 

AVC Gen Ed- AREA C: # MUS 101   3 

Total Units 15 

 

TERM 3 

Course Units 

CA 175  3 

CA 182 3 

CA 183 3 

AVC Gen Ed- AREA A: #BIOL 104   3 

Elective  1 

Total Units 13 

 

TERM 4 

Course Units 

CA 166 3 

CA 179 3 

AVC Gen Ed- AREA F: #BUS 212   3 

Elective  3 

Elective  3 

Total Units 15 

 

COUNSELING NOTE SECTION 

Prerequisite: If a course is listed as a prerequisite for another course, that prerequisite 
course must be completed with a satisfactory grade to enroll in the next course. A 
satisfactory grade is a grade of “A,” “B,” “C” or “P”. Students who enroll in classes for 
which they do not meet the prerequisites will be involuntarily dropped. Students will be 
notified of this involuntary drop. Title 5, Section 55200(d) 
 
AVC 24-25 CATALOG: ACADEMIC POLICIES  

INFORMATION and RESOURCES 
 

Tutoring Assistance  Career Center                                       AVC Student Health Services
  
Transfer Center                          Office of Students with Disabilities         Palmdale Center 
   
Basic Needs                                Financial Aid                                         Counseling Division  

https://www.avc.edu/academics/sbs
https://www.avc.edu/academics/sbs
https://avc.elumenapp.com/catalog/2024-25/academicpolicies,programs#mainContent
https://www.avc.edu/lc
https://www.avc.edu/career/majors
https://www.avc.edu/students/student-services/health-services
https://www.avc.edu/students/student-services/health-services
https://www.avc.edu/transfer-center
https://www.avc.edu/students/student-services/osd
https://www.avc.edu/palmdale-center
https://www.avc.edu/basic-needs-center
https://www.avc.edu/financial-aid-scholarships
https://www.avc.edu/counseling
https://avc.elumenapp.com/catalog/2024-25/pathways/business-economics-computer-applications
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