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Office of Human Resources & Employee Relations 

 
ANNOUNCEMENT OF CLASSIFIED POSITION 

 
POSITION:                           System Security Administrator  
                                                                            FT, 12 months 
                                                                                                 RN 17-41 
WORK SCHEDULE: Monday – Friday: 8:00am-5:00pm 
 (Hours not to exceed 40 hrs. per week.  Exact work schedule to be determined by supervisor based on 
department needs and college hours of operation.) 
  
SALARY:                              Range 28, $5,999.86/mo. + benefits  
  
DEADLINE:       September 19, 2017 

 
BASIC FUNCTION:  
Under the direction of the Director of Information Technology Services, design and coordinate application, systems, network, internet, 
and intranet security activities including but not limited to routing, firewall and switch management, user credential and authentication 
management and physical equipment security. Incumbent will work closely with the Network Manager, Computer Systems Manager 
and all levels of ITS employees to ensure consistent, robust and redundant security features and functions and the critical security of 
the District’s network, application systems, and any electronically stored data, information and configurations. Duties include 
participation in the development and maintenance of security standards and implementation, security policies, security education and 
awareness initiatives as well as business continuity and disaster recovery planning. Coordination is also required with the Risk 
Management department on all appropriate security initiatives. Incumbent generates a variety of reports; trains, supervises and 

evaluates any assigned personnel. Performs other related responsibilities as may be assigned. 

REPRESENTATIVE DUTIES:  E = indicates essential duties of the position 

 Develop and implement a district wide IT security plan to ensure the integrity and confidentiality of electronically stored 
information and electronic transactions including telecommunications transactions. (E)  

 Establish, maintain, and monitor all user authentication and access rules, defining specific access to network resources, files, 
applications, systems, services and equipment. Review, coordinate, set up and maintain user accounts including user e-mail, 
intranet, application and network resource access as assigned. (E)  

 Evaluate system security requirements and recommend improvements to the network, application and telecommunications 
systems; working with other ITS personnel to design and implement approved enhancements. Help define overall network and 
data security strategies and procedures. (E)  

 Prepare and maintain a variety of records and reports related to system security, including configuration reports; advise and 
assist users in proper security procedures; assist with resolving system security problems. (E)  

 Prepare documentation of system security configurations, procedures and settings. (E) • Stay abreast of legislative 
requirements surrounding systems security and data protection, and advise the District regarding policy, procedures and 
practices affecting adherence to such legislation.  

 Develop, implement and manage framework for identifying, prioritizing and addressing applicable Federal, State and other 
legal compliance requirements. 

 Participate in strategic technology planning with focus on ensuring security and access capabilities to support current and 
emerging technologies and protocols related to enhanced instruction, distance education, student services and administrative 
and operational system needs. Includes consideration of technologies such as wireless access, netcasting/podcasting, 
internet programming and e-commerce. (E)  

 Integrate network and system design with security initiatives including network enhancements, encryption, firewall, VPN and 
DMZ infrastructure and authentication management. Develop, implement and manage framework for identifying location, type, 
and sensitivity, access requirements for all data residing anywhere within IT infrastructure. (E)  

 
Annual Security Report is provided by Antelope Valley College for prospective students and employees.  

 A copy of this report is available http://www.avc.edu/administration/police/  
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REPRESENTATIVE DUTIES  (CONT.): 

 Work closely with the Web Administrator and Network Manager to develop and document strategies to mitigate network 
attacks and breaches including but not limited to DOS, network intrusion, worm attacks, network spoofing, and spam/phishing. 
(E)  

 Communicate and coordinate closely with Information Technology Services management team and employees regarding 
security-related issues, practices and policies. Develop, implement, maintain and oversee enforcement of IT security related 
policies and procedures. Develop, implement and manage district wide IT security incident response processes and 
procedures. (E) 

 

 Develop, implement and manage an institution wide IT security vulnerability scanning framework for the purposes of 
identifying IT security vulnerabilities. Coordinate periodic district wide IT security audit. Monitor and evaluate the 
efficiency and effectiveness of security processes and procedures and recommend and implement appropriate 
additions, changes, updates and revisions. Implement security and network management systems to track and 
monitor network traffic to identify and report on network attacks, potential network disruptions and identify network 
anomalies which should generate alerts and response. Coordinate with College Internet Service Provider (CENIC) 
as required. (E)  

 In collaboration with the Information Technology Services management team, design and implement disaster 
recovery and business continuity plans, as well as new security configurations to protect data and system 
resources. (E)  

 Advise management of risk issues that are related to information and data security issues and recommend actions 
in support of the College’s wider risk management programs. (E)  

 Continually analyze existing network and systems access; make recommendations for short and long term design 
and updates to ensure service redundancy and security.   

 Develop, implement and manage a district wide IT security awareness program for employees and students.  
 Develop, monitor, and maintain time lines for assigned security projects.  
 Stay abreast of emerging and state-of-the-art network design and software application management security 

tools/technologies; provide timely recommendations to the Information Technology Services management team 
regarding such tools/technologies.  

 Perform other related responsibilities as may be assigned 

 
EDUCATION AND EXPERIENCE: 
Any combination equivalent to: Bachelor’s degree and five years of increasingly responsible experience in Information Technology with 
three of these five years being in an Information Technology Security related capacity. Experience working in an IT or IT security 
capacity at a higher education institution is preferred. 
 
KNOWLEDGE OF:  

 Information technology security standards as provided through certifications such as CISSP (Certified Information System 
Security Professional), CISM (ISACA Certified Information Security Manager) or CISA (ISACA Certified Information Security 
Auditor).  

 Computer hardware systems, software applications and network infrastructures utilized by the District. Technical aspects of 
information technology security associated with Internet and network services, operations, user access and authentication, 
software applications and programming.  

 District organization, operation, policies and objectives.  

 Interpersonal skills using tact, patience and courtesy. 
 
ABILITY TO:  

 Plan, design, install, administer and document the District's information technology security systems, procedures and utilities.  

 Clearly and professionally communicate security procedures and requirements to users. 

 Apply principles and techniques of information technology security design to meet specific District requirements. 

 Develop and implement information technology security policies, procedures and processes.  

 Review and verify network, application and data security to assure confidentiality and integrity.  

 Operate information technology equipment properly and efficiently.  

 Establish and maintain cooperative and effective working relationships with others. 
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CONTACTS: Co-workers, staff, other departmental personnel, administration, contractors and vendors.  
 
PHYSICAL EFFORT:  

 Dexterity of hands and fingers to operate a computer keyboard and work with network infrastructure components.  

 Sitting for extended periods of time.  
 

WORK DIRECTION, LEAD AND SUPERVISORY RESPONSIBILITIES: 
No permanent full-time staff to supervise. However, this class, by the nature of the duties and responsibilities is required to provide 
technical guidance and training to other employees demonstrating work methods. May supervise temporary hourly or student 
employees.  

 
WORKING CONDITIONS:  
Normal office environment. 
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APPLICATION PROCEDURE 

To be considered an applicant for a Classified position in the Antelope Valley Community College District, all of the following 
documents must be submitted by close of the HR Office on the deadline date.   
 
If any of the listed materials are missing or incomplete, the application will not be considered. 

 
1. A completed and signed Antelope Valley College Classified Application 
2. Cover letter (addressing your interest and qualifications) 
3. Résumé 
4. Transcripts of ALL college work that supports and substantiates the requirements of the position. 

Transcripts must include verification of degrees conferred (unofficial transcripts or photocopies will be 
accepted to establish the application file).  

i. No copies of degree/diplomas will be accepted as proof of college education. 
ii. Official documents will be required if the candidate is offered the position. 

5. The application must be filled out completely and signed.  Do not indicate “See Résumé” on any part of the 
application.  Blank spaces, illegible entries or failure to sign the application may be cause for rejection.  The District 
will not return application materials submitted. 

 
Application forms are available on the AVC web site www.avc.edu or from the Human Resources Office and must be returned 
to: 

 
Office of Human Resources 

3041 West Avenue K 
Lancaster CA  93536 

(661) 722-6311 
Office hours: Monday-Thursday (7:30am – 6:00pm) 

Friday: (7:30am – 11:30am) 
 

Faxed or emailed materials cannot be accepted. 
Unsolicited materials will not be included. Postmarks will not be accepted 

  
Faxed or emailed materials cannot be accepted. 

Unsolicited materials will not be included. Postmarks will not be accepted 
 

A selection committee will screen applications of candidates meeting minimum requirements.  Meeting minimum requirements does 
not assure the applicant of an interview.  Selection for an interview will be based on your training and experience as outlined in your 
application.  Applicants selected for interviews will be notified by phone.  Applicants should not expect notification of the status of their 
candidacy until the Board of Trustees has acted upon the district’s recommendation for employment.

 
Candidates selected for employment will be required to provide verification of work authorization pursuant to INS regulations. 
Antelope Valley College offers an extensive benefit package that includes full-family medical, dental, and vision plans and 
employee life insurance and income protection policies and eligibility to enroll in the Public Employees' Retirement System. 

Antelope Valley College prohibits discrimination and harassment based on race, religious creed, color, national origin, 
ancestry, physical disability, mental disability, medical condition, marital status, sex, age, or sexual orientation. 
Upon request, we will consider reasonable accommodations to permit individuals with protected disabilities to (a) complete the 
employment or admission process, (b) perform essential job functions, (c) enjoy benefits and privileges of similarly-situated 
individuals without disabilities, and (d) participate in instruction, programs, services, activities, or events.  

 
AVC is an equal opportunity employer 

http://www.avc.edu/

